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Dear Sir/Ms., T

Apparently, | was misinformed by other amateur radio operators about
filing by E-mail; either I was given the wrong address or that was not
appropriate in this proceding. Unfortunately. I could not find the relevant
news release or instructions for RM-8737 after a long and careful search of
the WWW server. Alas, by the time I determined this. it was too late to get a
package delivered by 17:30 today. While I have often submitted this kind of
material in response to Draft Environmental Impact Reports/ Statements,
this is the first time | have submitted comments to the Commission. They
use the postmark rather than the delivery date, so this was an additional
form of confusion.

I have provided the original and nine copies [plus an extra for the
reproduction department or other use, just in case] in addition to a copy
sent by e-mail to your general information address yesterday (prior to the
official deadline). Please accept this, as a late submission if necessary. 1
assure yvou that 1 will make a sincere effort to respect the Commission's
procedures in the future.

Most respectfully submitted.

i 7
YTt N ol C/-H—l
de ot Unpley reid -
AT
e ARTH



Before the
FEDERAL ~TOMMUNICATIONS COMMISSTON
Waghington, DO 20554

In the Matter of

Amendment of Part 97 c<f the RM - "B7:7
Zommission's Rules Governing
the Amateur Radic Service to
Facilitate Spread Spectrum
Communications
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COMMENTS ON ARRL'S REQUEST FOR RULE MAKING ON AMATEUR
SPREAD SPECTRUM COMMUNICATION
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John Mock <KDAPAGRALive.Com> [1]
1506 Palm Avenue
Richmond, Th 94808

SUMMARY and INTRODUCTION

The ARRL has proposed needed changes in Spread Spectrum operations in the
Amateur Service. There may be potential problems with unrestricted use

of Spread Spectrum emissions in the presently allowable amateur bands

that need to be examined either before or as a part of the proposed
actiong. Some of the concerns are described herein and possible solutions
are suggested in some cases. Requiring that Spread Spectrum emissionsg be
subject to rules comparable to those currently applicable to repeaters

and auxiliary stations, including local co-ordination, may mitigate most
of these concerns.

Changing from overly restrictive rules regarding the types of SS emission
transmissions to little or no restrictions raises the question of
accountability in terms of message content. There may not be a good
answer here, and the Commission may want to congider an intermediate

step with regard to Sectionn $7.331(c¢).

COMMENTS ON THE PROPOGAL

1. ... The Specific
Benefits to the public to be gained from amateur use of spread-spectrum (S5S)
communications as determined by the Commission included the following:
Reduced power density and concomitant reduction of interference to narrow
band communication systems; 2) Significant improvements in communication
under conditions with poor signal-to-interference ratio; 3) Improved
communication performance in selective fading and multipath environments;
and 4) Ability to accommodate more communication channels functioning
simultaneously in the same spectrum than iz possible using fregquency



division multiple access exclusively. [21]

The problems mentioned in (4) are well known, at least, in urbanized area
in the Amateur radic community. Thig would be a welcome improvement, but
one that will take years tc accomplish, given the amcunt of narrow-band
equipment currently in use. The situation described in (3) is commonplace
in Californis and ig ancther area where improvement would ke welcomed.
While users of new eqguipment would enjoy the kenefite described in (I},
if the changes are not implemented carefully, non-users may suffer. This
ig a particularly concern for space and weak-signal coperations. Given
that Spread Spectrum is not widely 1n use by amateursg, we are not going
to gee improvements described in (1), but rather, the measures being
propesed are to mitigate pogegible interference procbleme.

2. Since the time 5SS communicationz were first authoerized in the
Amateur Service in mid-1985, there have been some experimental amateur
operations using SS techniques, but 1te usge has not been widespread. The
League believeg that one significant reascn for thie reduced level cof
experimentation ig due to limitations in the ruleg governing S5
communicationsg in the Amateur Service. The revised rules in the proposed
appendix are intended to provide increased flexibiiity in the use of this
mode, Lo encourage amateurs to experiment and uge 55 communications, to
develop new techniques for increased spectrum efficiency using this mode,
and to improve compatibility with narrow-band modes. [ 31

There seems to be agreement in the amateur community that the rulee for
Spread Spectrum are overly restrictive. The important consideration here
18 whether the changes heing proposed here are the right ones for all
concerned,

4. ... Tests conducted by amateur groups have established that

certain configurations of SS operations nan, due to increased in-band neise,

trigger amateur repeater inputs {(if those repeaters are carrier-opsrated),
but that potential interaction iz easily avoided by selection of
spread-spectrum parameters. 58 RR 2d at 32%, and authorities c=ited therein
at footnotes 4-~%. There are potential interactions between S5 and

narrow-band medes 1in certain circumstances, depending on processing gair and

the randomness of spreading codes, however.(2) There hawve been no reported
instances whatscever, in the League's experience, »f interference to other
radio services from amateur 5SS communioations, () [41]

Unfortunately, it 1s difficult to determine from the text of this proposal
what the nature of these tegts were, and whether they address the concerns
of all amateurs. Foctnote (2) simply says that "potential interactions are
no different than thage invelving cther modes, and dees not ge inte what
these tests were. Footnote (3) containg a reference to 58 RR »d at 330, but
that discusses possible i1nterfere to commercial TV, not amateur operations,
and footnotes cited akove are apparently in ancther document, as the
RM-8737 proposal only containg footnotes i-7. Sc the prepesal discusses
the effects of SS emissiocns on repeater operation, but i1t does not cover
other medes. Does the Jommissicn know what the likely effects on non-voice
operation likely te be? What about space communications?  While much of
such operationg are conducted using highly directional antennas, this is
not. necessarily the =asge. Acceording to the ARRL Handbecok, LEO (Low Earth
Orbit) satellites are «ften uged with non-directicnal (“J-pole“) antennas
utilizing mast-mounted pre-amplif:caticorn - make up the gain difference. {9}



How will they be affected by Spread Spectrum operations, both in adjacent
sub=-bands, and within the same band?

If the purpose of the request for rule making is t¢ allow the kinds of teste
necessary to obtain this data, then the Commission ghould give sgericug
consideration whether a rule making is the appropriate tocl here. Would
Special Temporary Authcrities (STA) be the better way to conduct this
testing? I1f the purpose ig alse to bring amateur Spread Spectrum rules

up that provided by current technolegy, then perhaps the Commission should
take a closer lcok how ro provide suitable protecticn for existing users
first.

It is the League's belief, and apparently that of Commission staff as well,
that experimentation in the Amateur Service, and particularly further 55
experimentation, should be accommodated bv insreased flexibility in the
rules, and not by reliance on STAs. [6)]

Special Temporary Authorities are not intended to routine operations, which
is what seems to be evoiving in Spread Spectrum. The STA in questlon was
obtained originally to provide a rest bed for CDMA, apparently for possible
satellite operations,[7} and has been extended indefinitely, to other tests
ag well, in part, due to the inflexibility in the existing rules.[8] It 1is
time to look at some of those limitations and see which ones are necessarily
and appropriate, and which ars holding back advances in the BAmateur Service
and elsewhere.

The League agrees that it 1s useful to relax somewhat the rules contained
in Sections 97.305(b) and 57.311 governing amataur S5 operation, to permit
greater operating flexibility and the development of 35 communications as a
practical communications mode 1n the Amateur Servioe without adverse
interaction with other modes. (2]

The important phrase here is "without adverse interaction with other modes™.
We need to have rules thar will facilitate this. We also need to look at
how Spread Spectrum operations affect other modes. For example, the human
ear 1s very forgiving when it comesg to nolse, but how does it affect ATV?
Moderate-gpeed digital communications, in the absence of error correcting
coding, are not tolerant of noise, ner does the wide range of amateur
implementaticns of these protocols handle retransmiszions well, in part
because of inter-operability problems. 3 more sericus soncern about raising
the noise floor", which is the purported affect of Spread Spectrum, 15 to
weak signal and space communications. Thers, i1t may be more than just an
esthetic consideration, as it 18 likelv to be in the repeater sub-bands.
Those are sub~bands that we make efforts ro keep guiet, 3¢ an increase 1n
noise that might go unnoticed 1n the repeater sub-bandz could be problem
here. We could seriouslv degrade cur abiiity to communicate effscrively in
areas where amateurs have been doing sianificant work.

Se, to avoid adverse interactions, we need to know what these interactions
are, and where Spread Spectrum operation 1S appropriate. Presumably, that
is the intent of this Petition for Rule Making, that is, to extend the
rules somewhat, so that we can find out how Spread Spectrum should be
regulated. Although 1t may not be necegsary or appropriate to state so

in Part 97, per se, it should be clear from the processz that this is an
interim step to ascertain where Spread Spectrum should fir into the Amateur
Service and that 1s nor intended to be a final rule making.



... There have not been, in the League's experience, any established
instances of actual interference to narrow-band amateur communications from
SS communications. Tests conducted by amateur groups have established ...

[10]

This has been a problem in the 900 MHz band in the North {S.F.} Bay Area
from amateur Spread Spectrum devices but with Part 1% devices. Glenn
Elmore (N6GN), who is noted for his 2 Megabit/sec 10 GHz transceiver
design, has been attempting t¢ construct a high-speed IP/TCP network.
His current design operates FSK in the 900 MHz band, and apparently

one of his major problems has been with higher power Part 1& devices
either at the same radic site, or aim at that site from other parts of
the Bay Area. {11}

7. The first change proposed by the League is to permit brief test
transmissions of S5 emissions, as 1s permitted in Section 97.305(b) for
other types of emissions, except that test transmissions using S8 emissions
would be limited to those frequency bands where 3% emissions are authorized
generally, as 1s the rcase with pulse modulation rransmissions. [121

Unfortunately, this does not address the issue of band planning. There is
nothing here to protect space or weak signal operations. There are already
provisions in Part 97 to restrict operation of repeaters {Section %7.205(b)]
and auxiliary stations {[Section %7.201(b)] in these sub=-bands. For example,
neither is permitted to operate in the beacon sub-bands [as described in
Section 97.203(d}]. Serious consideration should be given to restricting
both Spread Spectrum and pulse operarions to sensitive sub-bands, as is
ocurrently done with repsatser operation:

(b) A repeater may receive and retransmit only on the 10 m and shorter
wavelength frequency bands except the 28,0-2%.% MHz, 50.0-51.0 MHz, 144.0-
144.% MHz, 145.5-14£.0 MHz, 222.00-222.15 MBz, 431.0-433.0 MHz and 435.0-
438.0 MHz segments. |13} [Section $7.205%(b)]

Another possible oversight concerns the National Radio Quiet Zone. As it
stands, both beacons [Section 97.203(e)] and repeaters [Section %7.205(f)]
are restricted the National Radio Quiet Zone. It may be necesgsary to alsc
requlate Spread Spectrum operation in this area. The National Radio
Astronomy Observatory should be consulted in this matter to determine if
their recommendat:ions need to be ineorporated 1nto any rule changes.

The problems faced by Glenn Elmore and his solleagues, while not in the
gtations in amateur service, does illustrate a problem that we will be
facing. That is, the compatibility among the various modes is likely to
be more of localized issue than one that can be handled on a nationwide
basis. For examples, some regions may choose to have two ATV channels in
the 440 band. <Jthers may decide that one ATV 15 enough for their needs,
and that additional higher-speed digital ~hannels ars more important. [14)
Ancther example is the recent with in the Amateur Service's Automatic
Position Reporting System (APRS). Technigques that work well on the
relatively level Bast Toast run into numerous anomeolies in the hilly
California, and that different communication strateqies are needed in
different area, based on terrain alone.[1%} Sc we have differing patterns
of usage due to local population differences and varying intersst, and
different propagatinn patterns due ro ‘omal rerrain.



What these local differences imply 1s that, just as in the world of
repeaters, what worke well in on part of the country may cause problems
in another. Which is why we have local repeater coordinators, with
regulatione that are sensitive to local conditions. The same should
apply to Spread Spectrum as well. In many areas, we are already doing
local band planning with respect to both repeaters and widely accessgible
digital stations as well. We're seeing a trend towards comkining the
frequency co=-ordination, for example, in the 440 band locally, Bok Wilkins
(N6FRI} handles frequency co-crdinacion for both che regicnal repeater
agsociation (Northern Amateur Relay Touncil of Califernia) and the North
California Packet Association (NCPA)Y. [16)

We are currently only expected to do frequency co-ordinaticn for repeavers
and auxiliary stationg. We should seriocusly consider deing frequency
coordination for Spread Spectrum stations as well, s¢ we can make gure
that they are in frequency ranges shared with compatikle uses. Ag 1t
stands, NCPA is already doing this on at least an informal kasis in
Northern California, and indeed there ig already spectrum allccated for
thege kindg of operations at 900 MHz and above. [17]

Since Part 15 Spread Spectrum operaticons in the San Franciscce Bay Area
are already fairly widegpread, this shculd be a good cpportunity tc see
how Spread Spectrum emissions affect the Amateur Service. That is,
examine usage patterng in the %00 MHz amateur band now, and bhefore
Part 15 Spread Spectrum was introduced, and compare that against the
changes in the 440 MHz and/or 1.2 GHz amateur bands over the same time
pericd. In some gense, cne might suggest that the experiment has
already done, and it'e merely a matter of examining the results.

Finally, restricting Spread Spectrum emissicns ig not a new idea. The
ARRL suggests this in footnote (2) of their Request:

users of other modes. 47 C.F.R. #164#97.211(k). Conflicte are avoided by
informal bkand planning and normal gharing congiderations which work

well in the crowded amateur bands. Avoidance of weak-gignal subbands by
S§S cperationg is a reasconable preventative step, [ig}

The Commigsion should give sericus consideration making this a part of
the rules, including suitable guard bands.

8. Second, it ig propcsed tc amend Section 97.311(a) of the Rules to
modify the reguirement that $S communicationg be limited only to domestic
communicaticons. Amateur communications have alwaye been permitted
internaticnally between countries that permit it, and S$S emissions should
not be prchibited between United states amateurs and amateure in countries
where those emissicng are permitted as well, [16]

When Spread Spectrum satellites go inte operation, this will need to be
addressed. It is already an issue where the FCC'e jurisdiction ig claose to
another, especially along the Canadian border. However, different countries
may have different regulations, and we should respect the regulatory needs
of other jurisdictions. Therefore, we may want to additionally congtrain
communications to thege emissiong acceptable under the regulations of both
parties. In come senge, this 1g covered under Sectaioen 97, 308(k):

(b) Where authorized by § € &7, 305%(<) and &7.307{f) of thia Part, =



atation may transmit a RTTY or data emission using an unspecified digital
code, except to a statlon 1n a countrv with which the United States does
not hawve an agreement permitting the code to be used... [20]

So, it may be sufficient ro incorporated a reference to that ssction in
the ARRL's proposed amendment to Section %7.311(a).

9. The reference in 97.311(b) to unintentional triggering of repeater
inputs, a reference in the rules governing S§ communications since 1984,
is unnecessary because it is merely repetitive of sexisgting definitions of
*harmful interference” in the ITU Radio Regulations and in commission
definitions and interpretations generally. Harmful interference for
non-gafety-of~life radio gervices does not include sguelch breaks and
repeater activation. (f) {21}

This may be the case, but most of the readers of Part %7 are not trained to
interpret FCC requlations nor to understand the ITU regulations. Hawving
this clarification in Section $7.311(b) avoids having sither the PIC or
Official Observers explain these definitions to well-meaning amateurs who
utilize repeaters that do not employ modern sguelch control technigues.

(It may be worth noting here that these can be combined with rnarefully
controlled carrier-controlled sguelch to allow nearby amatsurs with older
eguipment lacking CTSS to still access wide-roverage repeaters without
permitting unintentional operations by distant users atilizing the same
channel, such as is used by the WEAPZ repeater in Palo Alte, Talifornia.)
So, this change seems neither desirable nor useful. Removing this might
also be construed as condoning unintentional triggering o»f properly sguipped
repeaters, which would discourage routine monitoring »f repeaters primarily
intended for emergency operations.

10. It iz proposed to delete Subsections 27.311(2) and {d), in order to
permit hybrid freguency-hopping (FH) and direct-segquence {(DS) emissions,

and spreading codes not currently permitted by the rules, but which are
desirable. The current rules permit only two technigues, neither of which is
optimal for sharing. There are newer oodes, including those used by Part 15
device manufacturers, which have been optimized to avold interaction with
shared users. These ~ould be used if the rules wers more flewxibile. [22

One of the basic principles of the amateur services 15 that:

{37.1233] (a) No amateur station shall transmit ... [(4)] megsages in codes
or ciphers intended tc obscure the meaning therecf, survept as otherwise
provided herein [for ~ontrol purposes]). [ C |

and this is stated more directly for digital modes:

[97.308¢b)] ... RTTY and data emissions using unspecified digital codes
must not be transmitted for the purpose of sbscuring the meaning »f any
communicartion. [ 241}

The problem here is that, given foreseeable FCT funding, any serious
enforcement efforts will primarily be with those associated with in the
Amateur Service. It 1s not just a matter of identifying the station(s)
involved in the communication, as suggested by the ARRL:

.... Nor wili the changes create any difficulty with atation
identification, {(7) or with protection of the Amateur Service from



commercial or unlicensed encroachment. The narrow~band identification
requirement is sufficient, together with the documentation requirement 1ir
Section 97.311(e} of the Rules, to permit the degree of monitoring of 55
activities of amateurs necessary to protect the Service. ... [251

It is also important to be able to determine whether the information being
transmitted is in compliance with Part ¢7. As it stands, what is required
under Section 97.311(e) is station records which include description of
the transmissions which are basically sufficient to decode it, and

(3) A general description of the type of information being conveyed
{voice, text, memory dump, facsimile, television, 2to.); [26]

Without sophisticated equipment, 1t 1is, for all practical purposes, not
possible for a knowledgeable amateur to determine compliance. A further
complication is that one of the major uzes for Spread Spectrum is likely
to be as network components, both for network backbone links, for gateways
to allow amateur stations to reach other stations and amateur services,
and perhaps to connect on a limited basis to the Internet. When a station
158 doing packet forwarding, ir may not be possible to determine the type
of information being conveyed. So we have two problems here: Amateurs
are not permitted to do what is obviously needed for modern networking,
and, at the same time, we cannot easily determine compliance with the
regulations we hawve. This is diffisult dilemma and there may not be any
eagy angwers.

Now, one of the major complaints being heard ilocally is that amateurs 2annot
do what unlicensed operators can do with Part 1% devices. That i3 a major

igssue that does need to be addressed. ne way of dealing with that problem
is to add an additional subsection to Parr %7.7%11{c) 3uch as the following
proposal:

[97.311(c) Only the following types of S8 emission rransmissions are
authorized... )

{3) Spreading techniques utilized by widely available Part 185 type-
accepted devices, which can readily be received by such devices.
[Text proposed herel]

This will allow determination of compliance by a nearby sgtation without
opening the door to transmisgiong that neither that in the Amateur Service
nor the Commisgsion ig in a position to monitor and regulate.

It may alsc be reasocnakle to allow Spread Spectrum emissicns from
published, well documented and easily reproducible devices within the
construction abilities of ordinary, proficient amateurs. But going from
very tight regulation tc¢ essentially no contraele on the form of Spread
Spectrum emissicns seemg unwise at thig time, unlesgg such rransmissions
are made subiect to Section 97, I11(f)( 3):

(f) When deemed necessary by an EIT to asgsure campliance with this Part,
a station licengee must:

{3) Maintain a record, convertible to the original information {wvoics,

text, image, eto.) »f all spread spectrum communications transmitted,



That is to say, continue the existing regulations, perhaps extending
them somewhat to be consistent with the existing STA's, and then permit
arbitrary Spread Spectrum emissions with mandatcory compliance (rather
upen demand) with Section 97.311(f)(3). <Current digk prices and backup
storage technology make thig requirement considerably less oneroug than
when the rules were originally proposed. This may be one way that the
Commigsion could encourage experimentation necessary to determine what
the permanent Spread Spectrum rules should ke wathout potentially
creating a situation such as developed with the Citizen Band during the
1970's and 1980's,

11, Finally, the proposed appendix would amend Section %7.311{g), to
provide for automatic transmitter power control which would limit output
power to that which is required for the oommunication, when more than one
watt of transmitter power is used. This is a simple matter to accomplish
technically, and it will insure compliance with Section %7.313{a) of the
rules, which requires the use of minimum transmitter power. It will alsc
minimize any potential for interferenss »o other apatsur stations and insure
maximum spectrum efficiency. [28)]

This may make sense for terrestrial communircations, but almost certainly
more than one watt will be necessary for space communications. This may
not be such a simple matter technically. On the other hand, power lesvel
control has been a problem 1n amateur space communication, so this may
be a wise idea. Thig may be an area where 2 ©TA may still be the best
tool and 30 the proposed rule may well be arn appropriate onse.

CTONCLUSTION

The ARRL is acting in a timely and responsible manner in requesting changes

in the rules governing Spread Spectrum emissions in the Amateur Service. The
fact that an unlicensed and technically naive individual (at least in terms of
RF technology) can operate in a manner that a oompetent amatsur cannot
without Special Temporary Authority is an unfortunate situation that

does not cast either the BAmateur Servire or the Commission in a positiwve
light. The ruls changes requested by the ARRL have considerable merit, but
the Commission should consider these changes wery carefully +o minimize
adverse effects on other modes in the Amateur Service, and to avoid possible
problems with abuse »f amateur privileges.

Specific concerns described herein involve noise-sensitive modes, sspecially
weak-signal operation, beacons, and space communications; band planning,
both local and throughout the FIC's jurisdistion; and compliance in terms

of message content. Most of these concerns can be met by restricting

Spread Spectrum operations in the comparable manner to repeaters with

regard to permissible sub-bands and loral oo-ordination, as implied in

one of the ARRL'zs footnoteg.{29)

Assuring compliance in terms of message content is more d4ifficult, and the
Commission should consider this problem very carefully before changes the
rules regarding the types of S8 emissions authoriged for the amateur
service. Golng from overly restrictive rules to no IesLrictions may not
necessarily be in the bes+t interests of either the Amateur Service

or the Tommission.

Therefore, the Commission is respectfully urged to consider the ARRL's



reguest for a rule making very carefully, neither accepting the proposal
wholesale nor rejecting it entirely.

Regpectfully submitted,

John Mock <KD6PAGRAlive. Com>
1506 Palm Avenue
Fichmond, CA 2480%
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